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MechanisMs of Microbiological corrosion eMploying iron-reducing bacteria

iron-reducing bacteria (irB) seek to unravel iron corrosion for oil and gas steel pipeline failure. irB continued to be dominat-
ing the microbiological corrosion of iron structures in steel by deteriorating steel surface via fe(iii) reduction. The mechanisms by 
irB mediate fe(iii) reduction into fe(ii) for bacterial respiration to contribute to iron steel corrosion. However, the complexity of 
corrosion is not fully comprehended. it remains controversial due to the corrosion mechanisms proposed by irB that may induce or 
inhibit corrosion when engaged with microbial biofilm. in this brief review, understanding microbiological corrosion mechanisms 
associated with irB interactions may better understand microbiological corrosion and derive corrosion control.
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1. introduction

microbiological corrosion has been a severe effect of the 
pipeline’s failure in the transmission of oil and gas. recently, mi-
crobiological corrosion accounts for more than 20% of corrosion 
cost, which is around us$2.5 trillion a year [1]. This economic 
crisis has received the most attention among researchers and 
corrosion engineers; however, the complexity of the corrosion 
process influenced by bacteria has become a matter of debate. 
They could either be inducing or inhibiting corrosion [2-8]. 

microbiological corrosion refers to the biodeterioration of a 
wide range of metallic materials with bacteria’s influence [9]. it 
involves an electrochemical process by which bacteria mediate 
iron reduction via electron transfer, causing an atom to lose an 
electron and become ions under favourable environments [10]. 
At high corrosion rates conditions, iron steel corrosion is fol-
lowed by forming small holes on the steel surface in the form of 
localized corrosion referred to as pitting corrosion, thus inducing 
steel damage for a time.

Corrosion in steel pipelines is influence by bacteria, pri-
marily caused by aqueous medium and the by-products formed 
via bacterial activities. The presence of bacteria in the system 
is a prerequisite for microbiological corrosion to occur. further 
requirements such as an energy source, a carbon source, an 
electron donor, an electron acceptor in an aqueous medium 
facilitate microbiological corrosion with the generating micro-
bial biofilm [11]. The interaction between those components 

are believed to cause steel pipeline leaks with varying con-
centration of ions within the biofilm and lead to the electrons  
to flow.

A preliminary study has discovered the type of bacteria as-
sociated with steel pipeline failure referred to as iron-reducing 
bacteria (irB). Presently, irB continues to dominate microbio-
logical corrosion as they evolved extracellular electron transfer 
(eeT) strategies to perform fe(iii) reduction, either direct or 
indirect actions. some notable irB, including Shewanella onei-
densis and Geobacter sulfurreducens, are the most comprehen-
sively studied model bacteria used in the present microbiological 
corrosion studies that potentially induce corrosion microbial eeT 
strategies [12]. Therefore, this review introduces the fundamental 
knowledge of microbiological corrosion mechanisms employed 
by irB via fe(iii) reduction and its relevant effects. it is either 
induced or inhibited corrosion in steel pipelines.

2. iron-reducing bacteria

iron-reducing bacteria (irB) is a group of facultative 
anaerobes with such versatile fe(iii)-reducing components in 
their electron transport systems. irB related strain, Shewanella 
oneidensis mr-1, has provided insight into its respiratory 
capabilities to utilize oxygen under aerobic conditions and 
switch into anaerobic to respire a variety of terminal electron 
acceptors, including amorphous fe(iii) oxide, fe(iii) citrate, 
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hematite, goethite, magnetite, nitrate, nitrite and fumarate [13]. 
in microbiological corrosion, S. oneidensis mr-1 is often found 
on corroded iron structures attributed to mainly their ability to 
reduce the insoluble fe(iii) forms to soluble fe(ii) forms using 
ferric ion (fe+3) as electron acceptor under anaerobic conditions, 
which can either induce or inhibit corrosion [14,15]. 

3. Microbial extracellular electron transfer  
strategies

microbial extracellular electron transfer (eeT) is a relevant 
mechanism postulated to induce corrosion of iron structures in 
steel pipelines employing irB since irB cannot incorporate 
solid materials such as solid iron metal into their cells due to 
a unique physiological problem, to find alternative pathways 
to respire anaerobically on largely solid forms of fe(iii) com-
pounds as terminal electron acceptors that presumably unable 
to contact across their inner membrane of electron transport 
systems [12,16]. 

Three modes of eeT mechanisms are proposed, as illus-
trated in fig. 1. The first mode is the enzymatic reduction of solid 
fe(iii) compounds by which irB are directly attached to the 
metallic surface and transferring electrons via outer membrane 
redox proteins (fig. 1A) [12]. The second mode is the direct 
pathway by transferring electrons via electrically conductive 
nanowires. The nanowires (50-150 nm in diameter and 10 nm in 

length) may facilitate electron transfer from the irB cell surface 
to directly external fe(iii) compounds without any contact to the 
metallic surface (fig. 1B) [17]. The third mode indirectly forms 
an electron shuttle to transfer an electron to the target metal-
lic surface (fig. 1C). The variety of potential electron shuttle 
compounds, including phenazines, flavin derivatives, naturally 
occurring humic acids, and artificial quinone compounds, are 
known to work as electron-shuttling by irB to reduce extracel-
lular fe(iii) compounds [18-20].

4. Mechanisms of microbial corrosion induction

There are different mechanisms postulated on how irB 
induce corrosion. in this case, irB derives benefits by reducing 
the amorphous fe(iii) oxide to soluble fe(ii) under anaerobic 
conditions, leading to the removal of a thin protective layer of 
fe(iii) oxide film such as hematite, goethite and magnetite that 
are formed on the exposed steel surface. The increasing concen-
tration of cells will accelerate the corrosion with a further attack 
by microbial cells on the steel surface [21]. 

furthermore, the capability of irB that utilize oxygen under 
aerobic conditions also makes severe localized corrosion in steel 
pipelines by creating a corrosive environment where oxygen is 
available. The direct consumption of oxygen by irB will lead 
to corrosive surroundings with a higher concentration of oxygen 
in which can quicken the reduction of steel pipeline [22]. fig. 2 

fig. 1. illustrated diagram of A) direct attachment of irB cell to metallic surface via enzymatic reduction B) direct eeT by nanowires and C) 
indirect eeT via electron-shuttling compounds

fig. 2. schematic diagram of fe(iii) reduction on mild steel pipeline corrosion employed by irB under anaerobic conditions
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summarizes the overall microbiological corrosion mechanisms 
in the schematic diagram yet to be the most relevant employed 
by irB to induce corrosion.

in recent evidence, salgar-Chapparo et al. [23] conducted an 
experiment using irB isolate Shewanella chilikensis, which trig-
gered pitting corrosion by producing nitrite via nitrate reduction. 
The accumulation of nitrite at a higher concentration in a system 
could induce corrosion rate on the corroded steel surface by 
increasing the ionic conductivity in the aqueous medium thus, 
accelerating corrosion [24].

5. biofilm and its relevance to microbial corrosion 
inhibition

in microbiological corrosion, the corrosion begins with 
the formation of microbial biofilm on steel surface. Biofilm is 
multispecies of microbial communities that perform combined 
processes by which an individual microbe cannot. Biofilm is 
mainly composed of 95% of water in the form of gel and con-
taining a suspension of microbial cells held together by a thick 
slime known as extracellular polymeric substance (ePs) [25]. 

The production of ePs embedded in biofilm is enclosed in 
a self-produced extracellular polymeric matrix. The ePs matrix 
helps to improve the microbial adhesion on steel by forming 
cohesive, three-dimensional polymeric networks that intercon-
nected and transiently immobilized microbial cells [26]. The 
major components of ePs consist of polysaccharides, lipids and 
proteins containing functional groups, including carboxylic and 
amino acids groups, to provide mechanical stability of dynamic 
structural in biofilms.

generally, when steel is submerged in aqueous medium, 
bacteria get attached to the steel surface before forming a strong 
adhesion of biofilm. The accumulation of inorganic ions and 
organic compounds embedded in ePs encourage further bacte-
rial growth on steel by generating biofilm consisting sequence 
of steps, including direct attachment of microbial cells on steel 
surface, the immobilization of microbial cells to grow, and re-
produce by consuming nutrients from their surroundings, and 
to produce ePs matrix to form biofilm. finally, the biofilm will 
grow to a certain size, and some microbes are detached in clumps 
or “seeding dispersal” to form new areas (fig. 3).

fig. 3. sequence of steps in biofilm formation 1) attachment 2) matura-
tion 3) dispersion on steel surface

in time progress, the subject regarding irB against cor-
rosion engaged with biofilm is still further discussed among 
researchers. However, several biofilm inhibition mechanisms 
have been proposed, including synergistic microbial actions in 
mixed cultures. in the study of lee et al. [27], irB inhibits cor-
rosion with the presence of srB (sulphate-reducing bacteria), 
a corrosion-inducing bacterium. in mixed culture coexists two 
bacterial species, Shewanella oneidensis mr-1, an iron reducer, 
and desulfovibrio desulfuricans g20, a sulphate reducer were 
able to couple the oxidation of lactate as the electron donor to the 
reduction of fe(iii) (hydr)oxides and sulphate, respectively, as 
explained in equations (1) and (2). from these two equations, the 
mixed culture irB-srB inhibited steel corrosion by destroying 
the corrosive sulphide film produced by srB within the biofilm. 
in this case, irB served as a corrosion agent in corrosion due 
to fe3+ reduction [28].

 1
4 CH3CHoHCoo− + fe(oH)3 + 

 + 2H+ → 1
4 Co2 + 1

4  H2o (1)

 2CH3CHoHCooo− + so4
2− + 

 + 2H+ → 2CH3Coo− + 2Co2 + Hs− +2H2o (2)

several biofilm-forming Bacillus sp. such as Bacillus sub-
tilis and Bacillus brevis have been reported to secrete types of 
antimicrobials, polymyxins and gramicidin s in their microbial 
biofilms [29]. These antimicrobials act as physical barriers by 
breaking up the bacterial cytoplasmic membrane of corrosive 
sulphate-reducing bacteria (srB) in mixed culture. meanwhile, 
Bacillus licheniformis was significantly reduced the corrosion 
rate by 90% of aluminium 2024 through secretion of corrosion 
inhibiting polymer, γ-polyglutamate at medium pH attributed to 
its unique biofilm [30]. The γ-polyglutamate is a homopolymer 
of glutamic acid bonded with amide linkages between glutamate 
γ-carboxyl and α-amino groups. It is found that γ-polyglutamate 
has a great metal-binding affinity to fe3+ thus, inhibiting the 
corrosion process in aluminium 2024.

The formation of microbial biofilm at the metal interface 
is correspondingly changing the metal’s chemical and electro-
chemical environment, such as concentrations of ions, oxygen, 
and pH, resulting in a change in the electrochemical behaviour 
of the steel [31-32]. moreover, the role of ePs capability to bind 
to the metallic ions via electrochemical reactions will affect the 
overall electrochemical process of the metal interface, which 
contributes to the corrosion process.

6. conclusion

This review deals with microbiological corrosion mecha-
nisms employing iron-reducing bacteria (irB) for their roles in 
corrosion induction and inhibition. some irB species, includ-
ing S. oneidensis mr-1, S. chilikensis and G. sulfurreducens, 
are known to be involved in microbiological corrosion due to 
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fe(iii)-reducing properties in their electron transport chain-
linked metal reduction to generate energy, causing the severity 
of pitting corrosion in steel. on the contrary, when exposed to 
an anaerobic environment, Bacillus sp. derive benefits with their 
unique biofilm-forming features when lacking nutrients in harsh 
environments. The benefits of biofilms lead to many significant 
metal surface changes in an aqueous environment and result in 
the change of electrochemical behaviour, thus inhibiting corro-
sion in steel. However, the mechanisms of corrosion inhibition 
associated with irB when engaged with microbial biofilm re-
mained unclear. Hence, further investigation is recommended to 
unravel corrosion with irB interactions in the future.
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